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BRIBERY & MORE: PLOTTING A PRACTICAL PATH

Anti-corruption legislation is not a new concept the UK. Anti-corruption laws
were originally codified in three Acts —the Pulliodies Corrupt Practices Act 1889,
and the Prevention of Corruption Acts of 1906 aBd6L. However, this legislation
was rarely utilised. In fact, it appears that kew 2001 and 2005 only 40 defendants
faced proceedings under the old legislation.

The Bribery Act, set to come into force on 1 JUlL2, is to some extent a response to
pressures from the Organisation for Economic Caaiper and Development, whose
bribery convention was ratified by the UK in 199&lavho have been critical of the
UK'’s archaic bribery legislation. It has also be@apparent that we are significantly
lagging behind the US due to their extremely privacapproach to anti-bribery laws
with their US Foreign Corrupt Practices Act.

The new Act will repeal the old legislation andlege it with one consolidated set of
offences which go beyond the earlier Acts, whichreMémited to bribery of public
officials.

Originally there were concerns that the new Act wadroad that it would prevent
day to day business practices, in particular cajgohospitality. Perhaps the most
widely publicised criticism came from the UK Forraune teams, who were worried
that the new broadly drafted offences under thewatld deter sponsors who used
Formula One as a significant networking opportuni#s a result, the coming into
force of the Act was postponed from April 2011, lshithe Ministry of Justice
prepared more detailed guidance on its provisiddswever, the Act itself was not
amended.

With the new Act not yet in force, to some extert ave forced to make an educated
guess as to what the effect of the Act will be asibess practices in the UK and

overseas in the short and long term. But witlwitder scope, it is safe to say that we
can expect more activity under this Act than urtlerprevious legislation. Certainly

the noises from the SFO are that they are goingetanuch more robust about

pursuing offenders.

The offences under the Act can be divided intoghmain categories: general bribery
offences; bribery of foreign public officials; afiailure of commercial organisations
to prevent bribery.

Sections 1 and 2: general bribery offences

Somewhat paraphrasing, under section 1 of the tAstan offence to offer, promise
or give afinancial or other advantage to another person where there is an intention
that it will bring abouimproper performance by that person of eelevant function

or activity or where the person offering the bribe knows oliekes that the
acceptance of the financial or other advantageitself constitutes improper
performance of a relevant function or activity.

Breaking the definition down, you offer a bribeyibu offer a financial or other
advantage. So, a bribe is not necessarily monetaould be a gift, or anything else



which is of benefit to the person being offeredfd;, example membership of an
exclusive club.

You need to offer the bribe to someone who perfaarisnction or activity. What is
a function or activity? The definition is set antsection 3but the point to note is
that it is incredibly broad and will catch almosegyone, if not everyone, working in
some form of business or commercial enterpriseytoa@luding not-for-profit work
and roles in public service.

What makes that function or activity relevant ishié person performing the activity
is expected to do so in good faith, impartially,dmes so from a position of trust, for
example as a director or a trustee. Acting in géaith or with impartiality is
expected in most business or similar positions mays, so again, this is likely to
catch everyone here today.

As for improper performance, a person performs aletivity improperly if they do so
in a way which is at odds with how a reasonablesgmein the UK expects them to
perform it.

Note that the person being offered the bribe da¢siaed to accept it for an offence
to be committed under section 1 by the person gtiegnthe bribe.

In addition to committing an offence by bribing argon, it will also be an offence
under section 2 of the Act to request, agree teivecor accept a bribe intending that
its consequence will be improper performance oélaviant function or activity, or
where accepting the brile itselfis improper performance.

However, this offence goes further, and also inetudituations where a person
receives a reward for improper performance, meatiag the bribe post-dates the
activity, and where there is improper performaneeanse a person expects to request
or receive the bribe later on.

So, what does this all mean in practice?

Let's start with the obvious. Someone turns upatoneeting with an insurance
company board member with a suitcase full of casipet them to vote in favour of a
takeover bid. We can safely say this would fatihi the definition of bribery under
section 1.

But what about a situation where an insurance brglkaces a risk with a large
premium with an underwriter who is known in the k®rfor being generous to his
business contacts? The broker then receives asualhy expensive gift with a thank
you note. Is that bribery under section 2? Qodssibly.

So there is a real possibility that the line betveerporate hospitality and genuine
appreciation for business can be blurred by thadszope of the Bribery Act.

Section 6: bribery of aforeign public official

In order to fall foul of this offence there must &e intention to influence the official
in their capacity as a foreign public official inder to obtain or retain business or an
advantage in the conduct of business.



Under section 6(5), a foreign public official isyame who holds a legislative,
administrative or judicial position, whether apgeuh or elected, or exercises a public
function or is an official or agent of a publicenhational organisation.

A person’s conduct will amount to bribery if theffes, promise or give a bribe to the
official or to another person at the official’'s et or with the official’'s consent, and
the official is not permitted or required by thairitten law to be influenced by the
offer or gift. This bribery can be conducted eitb&ectly or through a third party.

So, when could it be equirementor a public official to be influenced by an offer
gift? One example the Ministry of Justice guidampees is where a government
body is accepting tenders for a large publicly eohdontract — occasionally in order
to distinguish between the tenders governments neduire some commitment to
invest in the local economy or local community. isTis most likely to be relevant in
tenders for construction work for example, wheteralerer could expected to offer to
build a children’s playground for the community awaldition to a new apartment
building or housing estate.

At first glance, the offence of bribing a publicfiofal may not seem particularly
important in an insurance context. However, thame a number of jurisdictions
where individuals with significant social standiagg automatically given government
or other public offices, even if in practice thew &ittle more than a title. This means
that someone being engaged as an introducer ofidsssin an overseas jurisdiction
could also hold a public office. Another potensaknario which could arise is if a
broker wants to do business with a state-owned@nsto broke their reinsurance. It
is possible that the senior level management cectbirs of that insurer could be
public officials in their own jurisdiction.

Corpor ate Hospitality

We have already briefly referred to corporate hiadipy, which has been a particular
bugbear for UK businesses when considering the ¢inplathe Bribery Act. Seeing
how broad the definition of bribery is, it is appat that there is a potential for all
forms of corporate hospitality to fall foul of th#et, as the very purpose of corporate
hospitality is to win or retain business.

The Ministry of Justice guidance has tried to ofeme comfort when it comes to the
giving and receiving of corporate hospitality, ands very unlikely that a genuine

attempt to encourage good relations with clientsorease the public profile of your

business will amount to an offence under the Act.

The guidance uses a few examples to show how welistinguish between genuine
corporate hospitality and bribery:

First, “an invitation to foreign clients to attend a Sbatibns match at Twickenham as
part of a PR exercise designed to cement goodioelaior enhance knowledge in the
organisation’s field iextremely unlikelyto engage section 1.”

Second,“flights and accommodation to allow foreign publéficials to meet with

senior executives of a UK commercial organisatianNew York as a matter of
genuine mutual conveniengeand someeasonablehospitality for the individual and

3



his or her partner, such as fine dining and attemtl at a baseball match...are
unlikely to raise the necessary inferences.”

However, “if the choice of New York as the most conveniaariue was in doubt
because the organisation’s senior executives ceaklly have seen the official with
all the relevant documentation when they had \dsite relevant country the previous
week then the necessary inference might be raised.”

So, whilst generally the more lavish the expenditine greater the inference that it is
intended to influence decision making, this is netessarily the deciding factor.
Each situation should be judged on its own meritso, the hospitality being offered
should be“commensurate with the reasonable and proportionatems for the
particular industry.” We would caution that it is not necessarily th@ustry, but also
the person being offered the corporate hospit#tidy is part of the overall picture. If
someone who is never normally offered corporateitagy in the course of business
is suddenly invited to an expensive day out at kemham because it becomes
apparent that they have a significant input ink@wp decision, then it is fair to say that
this may raise question marks.

Section 14: liability of senior officers

At this stage, it seems prudent to briefly mentsaction 14 of the Act. This is an
interesting little section, tucked away near thd eh the Act. It states that if an
offence under sections 1, 2 or 6 is committed blyody corporate or a Scottish
partnership, and it is proved that the offence wasimitted with the consent or
connivance of a senior officer of the body corper@ir a person purporting to act in
that capacity) then that person is also guiltyhef offence.

The definition of a senior officer of a body corate is set out in subsection (4), and
goes further than just directors, referring to nggma and company secretaries for
example. Also, the fact that the Act includes espe purporting to act in the capacity
of a senior officer, suggests that de facto dinesctall also be caught by it.

So, this section allows the law to look behind tloeporate veil to the actions and
conduct of the senior level directors and managémsecution under this section is
limited to senior officers who have a “close coriet with the UK, as defined
under section 12(4) of the Act, and not by refeeeticwhere the act of bribery took
place.

Section 7: failure of commercial organisationsto prevent bribery

This is perhaps the most interesting and the mastraversial introduction to anti-
corruption legislation in the UK, as it extendseqdtal liability under the Act beyond
the actual wrongdoer to those commercial orgamisatwho do not take an active
role to prevent offences under sections 1, 2 afndré taking place.

A commercial organisation is defined in section)/7fut is essentially any business
entity which carries on a trade or profession m thK. The commercial organisation
will be guilty of a section 7 offence if a persohavperforms services for or on behalf
of the organisation bribes another person withitibention of obtaining or retaining
business for the organisation or obtaining or netg an advantage in the conduct of
business for the organisation. It does not mattesre the act of bribery took place.
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The capacity in which the person performs servit@s or on behalf of the

organisation doesn’t matter, so they could be feangple an employee, agent,
probably an appointed representative, and perhags & subsidiary. If the person is
an employee there is a presumption that they mleetdefinition of a person

performing services for or on behalf of the orgaim. In all other cases, it will

depend on all the relevant circumstances and noklyndy reference how the
relationship is described.

There is a section 7(2) defence to an allegatioiaibhg to prevent bribery, which is
that the organisation had in place adequate proesdilesigned to prevent persons
associated with the organisation from paying brib€kse million dollar question is of
course what are adequate procedures? This watieuaaly controversial area when
the initial Ministry of Justice guidance came cartd so to some extent the guidance
has been beefed up to deal with concerns exprésskedsinesses. There is also some
Serious Fraud Office guidance on the issue althotigh is potentially a little
outdated. However, it remains a difficult areadaso is worthy of further
consideration a little later on in this paper.

Facilitation Payments

Facilitation payments are worth a mention in thewn right because it has been
another controversial area in the run-up to impletawgon of the Act. A facilitation
payment is basically a small bribe paid to fadiditaoutine government action, for
example a payment to a customs official to enshag they turn up to deal with a
shipment. In other words, not a bribe to get thmauthorise a shipment they
wouldn't otherwise authorise, but paying them tatdar job, i.e. to turn up and deal
with the matter. Whilst it would not be a paymamfacilitate improper conduct, the
acceptance of the payment could itself be imprapeduct and therefore fall foul of
the Act. In taking this stance, UK law differsiinche US bribery legislation, which
expressly allows for facilitation payments, whiatutd make it more difficult for UK
companies who compete with US companies for businesjurisdictions where
facilitation payments are almost a way of life.

The guidance is fairly unsatisfactory. It sayBhe eradication of facilitation
payments is recognised at the national and inteomall level as a long term
objective that will require economic and social gress and sustained commitment to
the rule of law in those parts of the world whee problem is most prevalent’ln
the meantime, businesses are obviously encouragedonmake such payments.
However, the guidance in relation to facilitatiomyments is a reminder that (1) there
must first be a sufficiency of evidence in order goosecute and (2) eventual
prosecution will depend on whether or not it isha public interest to do so.

The Serious Fraud Office’s General Counsel, Vivkabinson QC, has indicated that
there is unlikely to be prosecution in cases oflsneae-off payments where steps
have been taken to avoid further payments in th&rdu However, where there is a
practice of regularly making such payments or mglkamge payments and there have
been no steps taken towards ending these, theaqutien becomes more likely.

To some extent, there is added commercial pressureelation to facilitation

payments because of the Organisation for Econoroap€ration and Development’s
request that signatory countri@iscourage companies from making such payments”,
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and the Ministry of Justice’s guidance on the Biyb&ct, which says that businesses
have ‘a role to play”in eradicating facilitation payments.

It seems like a rather tall order to expect commérganisations such as brokers,
insurance companies and loss adjusters to be hetbi@ government implement
international policy but, if that is the case, themakes the Bribery Act much more
than just another piece of legislation to be adthéve

Territorial Effect of the Act

All of the offences under the Act have what we textra-territorial application. This
means that anyone with a close connection witHilecan be prosecuted under the
Act even if the bribery took place in a foreign igdiction, in addition to
circumstances where the bribery does take platieeituK.

Section 12(1) of the Act is as expected; an offaa@®mmitted under sections 1, 2 or
6 of the Act if any act or omission forming parttbé offence takes place in the UK.

Section 12(2) goes significantly further. The Actomission will still be an offence
if it takes place outside the UK and (a) it woukdldn offence if it had taken place in
the UK and (b) the person has a close connectitmtive UK.

Penalties

If prosecuted under the Act, the penalties arethaotentially, an individual could
face imprisonment of up to ten years and an undichfine, and companies also face
unlimited fines. It’s difficult to predict the leV of fines we could be looking at in the
UK but, in the meantime, it is useful to look t@tdS by way of example.

In the US, fines related to the Foreign CorruptcBcas Act amounted to $87m in
2007. Two years later, in 2009, that figure roseb®27m. Then, it hit $1.8bn in
2010. One of the most highly publicised fineshie tJS more recently has been the
April 2010 fine of $185m levied on German compargiBler AG. As of February
2011, the highest fine under the Act was the $8€imimposed on Siemens AG in
2008.

Fines in the US context means both criminal finasl po the justice department and
civil fines paid to the SEC. This combination @ficand criminal fines in the US

reminds us that there are no indications in the tH&t criminal fines under the
Bribery Act and civil fines levied by the FSA araitually exclusive.

Money L aundering

The Bribery Act has tended to divert attention frire money laundering rules. It is
crucial that firms don’t overlook money launderiagd the Proceeds of Crime Act as
it an equally important — and different — piecdegfislation.

This lecture will not go through the offences ire tRroceeds of Crime Act in any
detail as that is another lecture in itself andveay most people are familiar with
them although there have been a few changes imtrgears. Very briefly as a
reminder, there are three offences of money launglend also offences of failing to
disclose and of tipping off.



The three money laundering offences are:

1. Concealing, disguising, converting or transferripgperty which a person
knows or suspects to be criminal property or remgvi from the United
Kingdom;

2. Entering into or becoming concerned in an arrangertieat a person knows
or suspects facilitates the acquisition, retentiose or control of criminal
property by or on behalf of another person;

3. Acquisition, use or possession of property thaees@n knows or suspects to
be criminal property

The offences apply to individuals and to business&sminal property is very widely
defined to include not just the proceeds of seriotsie but_any crime (whether
committed in the UK or elsewhere if it would haveeh a crime if committed in the
UK) and there is no de minimis limit.

Indeed, the territorial scope of the Proceeds am€rAct can be wider than the
Bribery Act. An example might be a UK subsidiagt mvolved in the payment of a
bribe overseas by an overseas parent companye lribe produces revenue for the
UK subsidiary, it seems possible that the Proced#d€rime Act could bite (the
revenue being the proceeds of the offence of by)bamereas the Bribery Act
probably would not bite as the bribe was not magda person connected with the UK
(although there may be arguments that the Act shdutle if the subsidiary is
sufficiently under the control of the parent to tensidered essentially the same
business — that is an area of argument that wehaile to see how it develops under
the Bribery Act).

The test for failure to disclose differs dependimgether the firm is in the regulated
sector or not as those in the regulated sectoswsgect to a more onerous objective
test (i.e. they will be guilty of the offence ifreasonable person would have known of
or suspected money laundering even if they doetnelves). The specific tipping
off offences also apply (since changes in the Aoty to information that has come to
a person in the course of a business in the resglutsctor.

The regulated sector includes most of the finansgaVices industry but not general
insurers or general insurance brokers. Some obffeaces are therefore not directly
relevant to them but would be, for example, to ¢hos the life sector, members’
agents and other financial advisors.

The three principal money laundering offences alevant to everyone. There is also
an often overlooked offence of prejudicing an irtigggion which also applies to
those outside the regulated sector and coversodis@ of knowledge or suspicion of
a money laundering investigation and other matteush as destruction and
falsification of documents. There are also sepanéfences to bear in mind regarding
terrorist financing which are different in scopein not least because terrorist funds
sometimes originate from criminal activity but rabivays.



FSA

Both bribery and money laundering have been thgestbf specific FSA attention
fairly recently. In May last year, the FSA publishevo papers — one on “Anti-
Bribery and Corruption in Commercial Insurance Bngk— reducing the risk of illicit

payments or inducements to third parties” and aroth“The Small Firms Financial
Crime Review”. The first of those papers was Igaat a result of the £5.25m fine
levied on AON for failures in its systems and col#r

Generally, the FSA’s requirements on anti-bribergt anti-money laundering take the
form of high level principles rather than detaikedes. This is a deliberate stance on
the part of the FSA to force firms to consider tigks they face and tailor their
procedures accordingly. Firms must take reasonzdnle to establish and maintain
effective systems and controls for complying withplcable requirements and
standards under the regulatory system and cougténm risk that the firm may be
used to further financial crime. Systems and adstmust be comprehensive but the
FSA also accepts that they should be proportiotetiee nature, scale and complexity
of a firm’s activities. The MOJ also recogniseis ih the revised bribery guidance.

There are some more specific requirements on méagydering contained in the

FSA handbook which do not apply to general insucgrgeneral insurance brokers
(or managing agents) but these firms should skilklto them as guidance as the FSA
sees it as good practice for firms voluntarily tdopt them where appropriate.

Lloyd’s takes a similar stance. All firms neednake sure in any event that they
have in place adequate policies and procedurestd the high level FSA principles

as well as to comply with the Bribery Act and th@deeds of Crime Act and other

related legislation. The FSA will doubtless bekiog at the systems and controls
firms have put in place as part of ARROW visits amel might expect to see more

“Dear CEQ?” letters.

So what should firms have in place?

Policies/Procedures

The Ministry of Justice guidance on the Bribery Aetts out six principles which
should be borne in mind by firms when they put lecp their procedures for bribery
prevention:

1. A commercial organisation’s procedures to prevenbdoy by persons
associated with it are proportionate to the bribesis it faces and to the
nature, scale and complexity of the commercial wiggion’s activities. They
are also clear, practical, accessible, effectialylemented and enforced.

2. The top level management of a commercial orgawoisatbe it a board of
directors, the owners or any equivalent body ois@ar are committed to
preventing bribery by persons associated withTiey foster a culture within
the organisation in which bribery is never acceletab

3. The commercial organisation assesses the naturexaedt of its exposure to
potential external and internal risks of bribery ts behalf by persons
associated with it. The assessment is periodiotmed and documented.



4. The commercial organisation applies due diligencecgdures, taking a
proportionate and risk based approach, in resgepersons who perform or
will perform services for or on behalf of the orgaation, in order to mitigate
identified bribery risks.

5. The commercial organisation seeks to ensure tlgatbiibery prevention
policies and procedures are embedded and undersfomdighout the
organisation through internal and external commatioa, including training
that is proportionate to the risks it faces.

6. The commercial organisation monitors and reviewsc@dures designed to
prevent bribery by persons associated with it aates improvements where
necessary.

This lecture looks at some measures that we belisyémportant taking into account
this MOJ guidance and also FSA requirements. Tég ik to have in place
procedures which, firstly, minimise the risk of tfien being caught up in financial
crime, and at the same time, maximise the likelthod being found to have had
adequate procedures in place - to assist in defgndny claim or regulatory
intervention.

To try and give some structure they are grouped harsely into five areas, although
there is some overlap between them.

1. Know who you're dealing with
2. Your internal policy/procedures
3.  Communication and training
4. Senior management involvement
5. Ongoing review

1. KNOW WHO YOURE DEALING WITH

The first key thing is to make sure you know whai yare dealing with. The

FSA requires some firms (i.e. those in the regdlatector) to verify customer
identity. General insurers and brokers are notjestibto these detailed

requirements, not being in the regulated sectarhmi FSA and Lloyd’s looks

to these firms to treat the requirements as guelamcl to adopt good practice.
So still think about the potential risks and thecdhéo verify identity. Consider

whether an individual is a Politically Exposed Pers You may want to think

about subscribing to one of the commercial webghas allow checks for that

type of issue.

Verify the identity also of third parties such asroducers to whom payments
may be made. Consider what bribery risk the tpady presents to the firm
and tailor procedures and due diligence accordingyne of the main areas of
concern in the insurance market (certainly wheooines to bribery) will be

payments to people who facilitate the introductafnbusiness, and who are
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likely to pose a higher bribery risk. The FSA acerned that the commercial
broking sector in particular relies heavily on nerijossip instead of proper
due diligence.

Consider whether the customer or third party isstas a higher risk country.
Some perhaps more obvious examples might incluale Kigeria and Syria.
But there are other countries considered high&rthat might not immediately
spring to mind such as Greece, Turkey and Argentihdull list of higher risk
countries is available on the Treasury websitehar Einancial Action Task
Force (FATF) website. Always ensure you keep umldte as the lists are
updated regularly. Greece, for example, is saidetanaking progress on anti-
money laundering and the position there might ckang

If you are dealing with an individual rather thaoanpany, the FSA seemingly
perceives this as potentially higher bribery riskcuse individuals may be
more susceptible to being bribed. Consider in paldr whether third parties
have connections to the assured or to public bodresfficials that could
increase the risk of payments being bribes, diyewmtindirectly.

If you do not meet an individual face to face tehbuld also alert you to a
possibly higher risk situation.  Similarly, be rl& requests by one party to
pay money not to them but to someone else. Thghiindicate both bribery
risk and also money laundering risk where, for epl@mreturn premium or
claims payments are requested to be made to aqthgythan the insured.

Secrecy about payments should always be a reg#egularly when it comes
to bribery — ideally all parties to the transactgirould be aware that payments
are being made if not the amounts. Certainly @ifpeequest by a third party
for secrecy should put you on alert, whereas ifghwy is happy for all to know
that he is receiving payment that may give you soamfort.

YOUR INTERNAL PROCEDURES

You should have a written policy (or policies) asgible to all staff and good
practice is to begin with a general statement effthm’s commitment to the
prevention of financial crime. That sets the ritginte for the firm.

Insofar as possible the policy should be tailo@gdur particular firm and the
risks the firm faces. With that in mind, the gtagtpoint is a risk assessment (as
set out in the MOJ bribery guidance). Considerisies the firm faces in terms
of, for example, countries in which it operates ttature of its transactions and
all types of business relationships, including wiimongst others, customers,
joint venture partners, introducers, appointedesentatives and contractors.

Look at the firm’s stance on corporate hospitaktyich may need reviewing in
light of the Bribery Act and the issues mentionadier in the lecture — this ties
in also with conflicts of interest issues for FS&s

The policy should make it clear who within the firsmresponsible for dealing

with the issues. The MOJ guidance suggests timas fconsider having their
policies and procedures vetted externally to entheg are effective.
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Good practice is to have a third party account omeform at least for high risk
third parties such as introducers and the like Whi required before any
payments can be made. The firm's procedures shenddre that it has to be
fully completed before any third party can be appcb

The FSA likes to see independent review of thirdypaccount opening forms
by, say, compliance or a peer review by someonesidmitthe relevant
transaction — the rationale of course being thatesme close to the transaction
with a vested interest in it going ahead may beenti@ely to cut corners or turn
a blind eye to deficiencies in the information.

It is also recommended good practice to have a fharty payments register
which is essentially a consolidated document data#ll relevant third parties

and the amounts and frequency of payments to tlagwh,also the nature of
those payments, e.g. is it commission or an intedfee. Amount and nature
of the payments is important, not least becauseFB& is quite clear that

payments should be commensurate with the servioeg h@ovided — so the

amount and the purpose of the payment are key. FB#e has suggested that,
for example, where the service provided is meralyrdroduction it might be

more appropriate for payment to take the form aha-off fee rather than an
ongoing commission. In practice it will of coursepend on the business
relationship, but do be aware of the need potdyttal be able to justify the

rationale for a payment and its amount.

COMMUNICATION AND TRAINING

So you have your policy, but it is of little usgoéople are unaware of it or don't
understand the reason for it and how it works icfce. Training is crucial.
Best practice is that all staff within a firm reeeiat least some basic training on
financial crime issues, and those in positions wittore likelihood of
encountering bribery or money laundering risk othwgreater responsibility
should certainly receive enhanced training tailotedtheir role. Training
should be provided by someone who is themselvdgiguitly well versed in
the issues to deal with questions arising.

Training should be ongoing, not seen as just aadhts tick a box. Refresher
sessions should be arranged from time to time. Iaewloyees should be
trained as part of their induction.

Full records should be kept of training dates amd attended so that the FSA
can see what has been done. It is also vitaligrdefence under the Bribery
Act that the firm has adequate procedures to ptdwdvery.

Staff should be made aware of the firm's whistlelrg procedure, to ensure
that they can voice concerns about any suspectbdripror money laundering
activity (or indeed other concerns) confidentiallshe FSA suggests that in
smaller firms where this may be difficult, it mighé appropriate to use a third
party service provider. There is also the FSAM aonfidential whistle
blowing helpline for regulated firms.

There may need to be a report to the Serious GsgdrCrime Agency (SOCA)
in some circumstances. Don't forget that bribeang itself an offence, means
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that bribery concerns could in turn lead to monayntering concerns and
potential SOCA reporting implications.

On a more positive note, it can often be a good ideensure that your clients
and other third parties know about your interndigoes on bribery and money
laundering — they are likely to have their own riegments and it will give them
comfort in doing business with you. Converselyy yoight want to ask them
what their policies are.

And also think about stipulating certain minimunarstards in your contracts
with other parties. Examples might include:

* Obligations to comply with UK and possibly overséagislation

* Obligations to comply with parties’ own internalljpges and procedures
and/or specifically stated requirements

* Requirements on contracting parties to make sumr tlgents,
contractors etc. also comply and/or controls oncutiracting

* Reporting requirements and provisions to allownfmmitoring and audit
of parties

* Appropriate warranties and indemnities

* Appropriate termination rights

SENIOR MANAGEMENT INVOLVEMENT

Again, this is the subject of a specific MOJ prplei— namely that top level
management must be committed to preventing bribey fostering a culture
whereby bribery is never acceptable. This alsonekiwith the FSA's stance
that management should be informed and responstiee it comes to financial
crime prevention.

There should be one or more individuals at suffittiesenior level (i.e. Board
or reporting directly to the Board) with ultimatesponsibility for the firm's
anti-financial crime measures. Responsibilities agplorting lines should be
documented. It is good practice for all board merstio understand the legal
requirements at least at a basic level, and céyttonbe fully familiar with the
firm's own policies and procedures. In a recemvesy carried out by Kroll,
only a third of senior managers believed they wareroughly familiar’ with
anti-bribery legislation - and only 42% said thigims had assessed their own
bribery risks and put in place the necessary praesd Some were uncertain as
to what had been done and 24% said it had not deea. It is in directors'
interests to make sure that they are involved oh amare of what is going on,
not least because of the potential for persondliliip both under financial
crime legislation and by way of FSA disciplinarytian.

Regular and accurate management information isfiner important. One
practical step could be regular meetings whereosenanagement are informed
of new third party arrangements and given an oppdt to question the need
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for them and their scope. Depending on the sizirmof and risks involved, it

may be appropriate for the Board itself (or a cottee) directly to approve in
advance at least certain higher risk third partaragements or those involving
more significant sums. Also have internal procedufor the Board to be
informed of any breaches or concerns.

Keeping up to date is vital, which leads to thé pasnt, ongoing review.
5.  ONGOING REVIEW

This is another MOJ principle — it recognises thrdtery risks may change over
time as may the nature of a firm's activities lse risk assessment should be
ongoing and policies and procedures should be adguleviewed with a view
to updating them. The law itself may change (®interpretation — particularly
important for a new Act like the Bribery Act wheme-one is yet entirely sure
how it will be interpreted and enforced) and theABSequirements may also
change and should be monitored.

Ensure customer and third party details, includiagk details, are kept up to
date and match the name of the party so that yewar unwittingly paying
someone else. Regular review of files can highliggd flags for money
laundering such as abnormal transactions of unusatake, size, frequency or
claims patterns, or with unusually high cancellatiates with premium return.

There should be periodic checks on third party astopening forms and also
on the register of third parties to look for thingsch as unusually high or
frequent payments. Also don'’t forget basic polike checking that payments
made actually do match the register. And use esgeeaudits as a check too.

As mentioned earlier, keep up to date with thedidtigher risk countries which
will change regularly depending not only on poétiand economic instability
but also countries' steps to improve their existags. Some countries may
drop off the list making your life easier.

Employment | ssues

Lastly, it is worth remembering that these issugsiot stand alone and should inform
other aspects of the business. As well as the teéunk about money laundering
together with bribery, these issues also feed f@ngple into your employment

practices and relationships.

The FSA is very keen on good staff vetting for maggsons, not least financial crime
prevention — so consider Criminal record checkdiqadarly for FSA approved
persons and other higher risk staff. This apphiesjust to permanent staff but also
temporary staff — if you are using an employmergray ask them what checks they
have carried out and ask for evidence where apjatepr

Remuneration policies are another ongoing hot té@idhe FSA and more widely.

Structures which reward people by bonus for briggmbusiness are very attractive
from a commercial perspective but the concern a they can encourage people to
take risks and perhaps overstep the mark by makisgect payments or overlooking
concerns in order to bring in business and megetar Alternatives more palatable
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to the FSA include so-called ‘balanced scorecatashg into account other factors
such as good compliance and deferral and/or clakvbBbonuses. This is a general
issue but the FSA has specifically highlightedsittaconcern in the bribery area.

You should make clear to staff the consequencéseaich of the firm’s policies — and
your disciplinary procedures may need to be updiatedidress the issues.

Finally, one area that is often overlooked is thsibess that comes with employees
or teams newly recruited from rivals. You shoutthsider what due diligence is

appropriate on the clients they bring and alsorttterd party arrangements, rather
than simply relying without question on what hagsrbelone before. And consider if

your firm’s policies or procedures need to be cleghon light of the new business,

particularly for example where it is higher riskaththe firm’s existing business

because of its nature or the countries involved.

11 May 2011
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